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Why defense in-depth is BROKEN!
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Integrated Security Architecture

Single points of inspection have their limitations
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1. Reconnaissance 3. Delivery 5. Installation 7. Actions on Objectives
Harvest information to Delivering weaponized Installing malware on With 'Hands on Keyboard"
create attack strategy bundle to the victim via the asset access, intruders accomplish

and toolset email, web, USB, etc.
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Based on Lockheed Martin's Cyber Kill Chain

The new security model Cisco Email Security (Overview)
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Privacy by Design (PbD)
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PBD — Privacy By Design

Privacy notices as meta-use case requirements / Business Plan
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Privacy Engineering is...

- Adiscrete discipline or field of inquiry and innovation using engineering principles and
processes to build controls and measures into processes, systems, components, and products
that enable the authorized processing of personal information.

« The creative innovation process to manage increasingly more complex data streams and data
sets that describe individual humans.
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« The gathering and application of privacy requirements with the same primacy as other
traditional feature- or process requirements and then incorporating, prioritizing, and
addressing them at each stage of the development process, project, product or system lifecycle.

= L 1 |

Elieel szl @ Wiztzfing FavEey Compliance — EU General Data Protection Regulation
Understand Prioritize Develop Govern
4 . - Offer
. A Business " Digital .
" Requirement Drivers Capabilities Offers witmhaé)lﬁ)#:iles
I

Privacy Impact Analysis
+ Kickstart a program
« Periodic review of capability evolution

Privacy Program - Assessment and Strategy Development

« Comprehensive assessment of requirements and development of a program roadmap

Privacy Compliance Program Support
+ Accelerate development and implementation
« Transform compliance requirements into a practical program
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Cisco — Security Introduction and GDPR

Many ‘LEGO’ blocks already available:

» Encryption

» Trust systems

» CVD/DIG -Ill-lll-
» Privacy by design / security by design
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Open questions:
» Certification?
~ Forensic grade safe keeping?
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